
Subdomain Finder for Pentesting and Bug 
Bounty Recon Workflow 
Ask experienced pentesters where good findings come from and many will say the same thing: 
the edges of the target, not the center. The main application has been tested by everyone. The 
older admin panel on a side hostname, the staging copy of an API and the partner portal built by 
a contractor are much less likely to have been reviewed. A subdomain finder is how you locate 
those edges. The Mispar subdomain finder is one free way to start, since it reads public DNS 
records and certificate logs and does not touch the target server directly, which makes it a 
low-noise opening move. 

 

This guide explains how pentesters and bug bounty hunters use subdomain discovery inside a 
larger reconnaissance workflow. It covers scope and authorization first, then discovery, 
validation, grouping and prioritization and finishes with reporting etiquette. It is written for 
security professionals who want a clean, repeatable process rather than a pile of tools run in no 
particular order. 

What Is a Subdomain Finder? 

https://mispar.io/free-tools/subdomain-scanner/


A subdomain finder is a tool that takes a root domain and returns the subdomains linked to it. In 
reconnaissance, that list defines the set of hostnames you might test. The tool finds names and 
what you do with them is a separate step that depends on scope and permission. 

You may see the same idea called an onsite subdomain finder, a dns subdomain finder, or 
simply tools to find subdomains. Some are single-purpose web pages, while others are modules 
inside larger recon frameworks. They share one job: expand one known name into many. 

Start with Scope, Not Tools 

Every engagement begins with the scope document. For a pentest, that is the statement of work 
and rules of engagement. For a bug bounty program, it is the program policy. Read it before you 
run anything. 

Pay attention to how scope is written. Some programs list specific hostnames. Others use a 
wildcard, such as every subdomain of a root domain, which means subdomain discovery is part 
of the expected work. Many also list exclusions, such as third-party services, payment systems, 
or hosts operated by vendors. A host that appears in your discovery results is not automatically 
in scope. 

Keep a running record of what you found and whether it was in scope. If you ever need to 
explain why you tested a particular host, that record is your answer. If you are unsure about a 
host, ask the program or the client before touching it. 

The Reconnaissance Workflow 

The workflow below is deliberately simple. It moves from low-impact discovery to deeper 
validation and each step produces something you can use in the next. 

Step 1: Define the seed list 

Start with the root domains named in scope. Add any related domains the client has confirmed 
belong to the engagement. Do not add domains because they look related. Ownership needs to 
be confirmed, not guessed. 

Step 2: Run a quick passive scan 

Run each seed through a subdomain finder to get a baseline. A free subdomain finder gives you 
a first list in seconds and shows you the general shape of the estate: how many hosts, what 
naming style and whether anything stands out. The Mispar subdomain finder works for this 
because it relies on public sources and leaves a minimal footprint. 

Save the output exactly as returned, with the date. Later runs will be compared against it. 

https://mispar.io/free-tools/subdomain-scanner/


Step 3: Add independent sources 

Do not rely on one tool. Search certificate transparency data, review historical DNS sources and 
look in public code repositories and documentation for hostnames that developers have pasted 
into config files or issue trackers. Each source sees different names, so overlap tells you what is 
reliable and gaps tell you where to look next. 

Step 4: Generate permutations carefully 

Take the names you have found and build sensible variations. If you see api and staging, test 
api-staging, api-dev and staging-api. This is active work because it sends queries, so confirm it 
is allowed under your rules. Filter wildcard responses so that you are not chasing names that 
never existed. 

Step 5: Resolve and validate 

Resolve every name and keep only those that return a usable answer. Record the address and 
record type. Remove duplicates and anything clearly outside scope. This step turns a noisy list 
into a clean target list. 

Step 6: Group by infrastructure 

Group hosted by the address or provider they resolve to. Clusters often show you how the 
organization is built: one group on a cloud provider, another on a content delivery network, 
another on a legacy data center. Grouping helps you decide where to look first and which hosts 
are likely managed by the same team. 

Step 7: Prioritize 

Rank hosts by how interesting they are. Authentication pages, administrative interfaces, APIs, 
file upload features and non-production environments are common priorities. A host that is 
clearly a brochure site with no dynamic content usually comes later. 

Step 8: Track change over time 

Rerun the process periodically, especially in long engagements or ongoing bug bounty work. 
New subdomains often appear after releases and campaigns and being early to a new host is a 
real advantage. Compare each new list against the baseline and focus on the differences. 

Why IP Addresses Alone Are Not Enough 

A common beginner mistake is to resolve a domain, note the address and assume that is the 
whole story. In practice, many hostnames can share a single address. Web servers tell them 



apart using the HTTP Host header and for HTTPS, TLS clients indicate the hostname using the 
Server Name Indication extension described in RFC 6066. 

This matters for recon. If you scan an address and request it directly, you may see a default 
page and miss the actual applications. The right approach is to request each hostname 
explicitly. It also means that discovering hostnames and discovering addresses are different 
tasks. Subdomain discovery tells you which names to ask for. 

Delegated Subdomains and Reverse DNS 

Two DNS features can add depth to your results. 

The first is delegation. A subdomain can be delegated to different name servers, which means a 
separate team or provider may manage it. Delegation is described in the core DNS 
specifications and it explains why some subdomains behave very differently from the rest of a 
domain. When you see a subdomain with its own name servers, treat it as a separate system 
and note who runs it. 

 

The second is reverse DNS. PTR records map addresses back to names. They do not always 
match forward records, but they sometimes expose hostnames that other methods miss. Treat 
reverse lookups as a supporting source rather than a primary one, since coverage depends on 
whether the owner maintained them. 



You may also read about zone walking with DNSSEC. Signed zones can use NSEC records 
that link each name to the next and in some setups that can be used to enumerate names. 
NSEC3, defined in RFC 5155, was designed to make this harder. Whether it works against any 
given target depends on configuration, so do not count on it. 

Reading Names for Clues 

Subdomain names are a free source of intelligence. Naming conventions reveal how teams 
work and patterns tell you where to look. 

●​ Environment labels such as dev, qa, uat, stage and prod suggest a pipeline. 
Non-production hosts are often less hardened than production. 

●​ Regional or language codes suggest separate deployments, which may run different 
versions. 

●​ Product or team names suggest ownership, which helps when you need to route a 
report. 

●​ Words like admin, internal, sso, vpn and portal point to authentication and access points 
that deserve careful, in-scope review. 

●​ Numbers and dates in names can reveal retired projects that still resolve. 

None of these prove a vulnerability. They are hints about where an organization may have 
applied less attention. 

Managing Noise and False Positives 

Subdomain lists get messy. Good recon includes cleaning them. 

Wildcard DNS is the biggest source of noise. If every possible name resolves, brute-force 
results are meaningless unless you filter them. Test with a clearly random name. If it resolves, 
treat wildcard behavior as active and compare the responses for real names against it. 

Stale data is another problem. Certificate logs and historical sources list names that no longer 
resolve. Keep them in a separate list, because they can show you what used to exist and may 
hint at similar names that still do. 

Third-party hosts are a third source of confusion. A subdomain that points to an external service 
may be in scope for DNS but not for testing the service itself. Check your rules before you do 
anything beyond looking at the record. 

Subdomain Takeover as a Recon Finding 

A takeover candidate is a subdomain whose DNS record points to an external service that no 
longer exists. These are among the clearest findings a discovery process can produce, because 



the evidence is simple: a record that points nowhere and a platform that allows someone to 
claim the target name. 

If you find one in a bug bounty setting, follow the program's rules on proof. Many programs 
prefer a harmless demonstration rather than a full claim and some forbid claiming at all. 
Document what you saw, avoid serving content that could cause harm and report promptly. In a 
pentest, record it as a finding with a clear remediation: delete the dangling record. 

Reporting Etiquette for Discovered Hosts 

Good reports save the recipient time. When you report a finding that started with subdomain 
discovery, include the hostname, how you found it, the evidence, the impact and a suggested 
fix. Keep the language plain and the steps reproducible. 

Where a program or organization publishes a security contact, use it. RFC 9116 defines a 
standard file, security.txt, that lets organizations list a reporting contact and policy in a 
predictable place. If you see one on a host, it tells you the right channel to use. 

Never include sensitive data you came across by accident. If you encounter something that 
looks like credentials or personal information, stop, record only what is necessary to describe 
the exposure and report it through the proper channel. 

Recon Techniques Compared 

The table below summarizes the techniques covered in this guide so you can decide how to 
combine them. 

Technique What it finds Noise level Main limitation Best used for 

Passive 
subdomain 

finder 

Names in public 
DNS data and logs 

Very low Only sees 
published names 

Baseline 
discovery 

Certificate log 
search 

Names on issued 
certificates 

None Wildcards hide 
individual hosts 

Finding unlinked 
hosts 

Permutation 
testing 

Variations of known 
names 

Low to 
moderate 

Needs wildcard 
filtering 

Expanding a 
known set 

Reverse DNS 
lookups 

Names tied to 
known addresses 

Low Depends on owner 
maintenance 

Supporting 
evidence 



Code and 
document 

search 

Hostnames pasted 
by developers 

None Hard to automate 
fully 

Finding 
internal-style 

names 

Periodic reruns New hosts since 
the last scan 

Low Requires discipline Early detection 
of new assets 

Common Recon Mistakes 

Testing before confirming scope 

Finding a host does not give you permission to test it. Confirm that each target is in scope first, 
every time. 

Trusting one data source 

Single-source recon misses names. Combine at least two independent sources and compare. 

Ignoring wildcard behavior 

Skipping the wildcard check leads to inflated lists and wasted effort. 

Poor notes 

Without dates, sources and scope decisions, you cannot reproduce your own work or defend it 
later. Keep tidy notes from the first command. 

Chasing volume over quality 

A thousand hosts mean little if you never get past the surface. Prioritize and go deep on a 
smaller set. 

Interesting Facts for Recon Practitioners 

These points come from public standards and technical documentation rather than vendor 
statistics. 

1.​ Server Name Indication, defined in RFC 6066, lets a TLS client state which hostname it 
wants, which is why many HTTPS sites can share one address. 

2.​ The HTTP Host header lets a web server tell apart multiple sites on the same address, 
so an IP lookup alone cannot list a domain's subdomains. 

3.​ NSEC records in DNSSEC link names in a zone, which can allow enumeration in some 
setups and NSEC3 in RFC 5155 was designed to make that harder. 



4.​ DNS delegation lets a subdomain be served by different name servers than its parent, so 
separate teams or providers can manage different parts of a domain. 

5.​ PTR records map addresses to names, but they do not have to match forward records, 
so reverse DNS is useful as a supporting source rather than a complete one. 

6.​ RFC 9116 standardizes the security.txt file, which gives researchers a predictable place 
to find an organization's security contact and disclosure policy. 

Conclusion 

A subdomain finder earns its place at the start of recon because it turns one known name into a 
working target list. The value comes from what follows: confirming scope, adding independent 
sources, validating with DNS, grouping by infrastructure and prioritizing what is worth your time. 
Done well, the process is calm and repeatable and it surfaces the lesser-reviewed hosts where 
findings tend to live.Keep your expectations realistic. No tool finds every subdomain and any 
single scan is a snapshot. Treat results as partial, record your sources and keep to the scope 
and rules you agreed to. Responsible reporting matters as much as the technical work.If you 
work with several clients and want new subdomains flagged between engagements, Mispar 
tracks new subdomains alongside credential exposure for each client, so changes surface 
without a manual rescan. 

Frequently Asked Questions (FAQs) 

What is the first step in subdomain reconnaissance? 

Confirm scope and authorization, then run the root domain through a subdomain finder to build 
a baseline list. Save the output with the date so you can compare it with later runs. 

How do I find subdomains of a domain without alerting the target? 

Use passive sources such as public DNS data, certificate logs and public code search. They do 
not send traffic to the target's systems. Permutation testing and probing are active, so use them 
only within your rules. 

Why do I get so many fake results when I brute-force subdomains? 

Wildcard DNS is the usual cause. If every name resolves, every guess looks valid. Test a 
random name first and filter any result that matches the wildcard response. 

Are all discovered subdomains in scope? 

No. A host appearing in discovery results does not make it in scope. Check the engagement 
terms or program policy and ask the owner if a host is unclear or belongs to a third party. 

https://mispar.io/


How often should I rerun subdomain discovery? 

For long engagements and ongoing bug bounty work, a regular rerun catches new hosts after 
releases and campaigns. Compare each run against your baseline and focus on what is new. 

Can a subdomain finder find every hidden subdomain? 

No. It finds names visible in the sources it checks. Hosts with no certificate, no public mention 
and no passive record can stay unseen, so combine methods and treat results as partial. 
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